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Are you Entropy Starved?

Your encryption relies on cryptographic keys, built from highly complex sequences of random numbers. These
random numbers are critical in two parts of an encryption scheme. The encryption is used not only to protect raw
data but to secure the key transmitted to the recipient of the data.

Generating these sequences of random numbers is at the center of quantum-enabled security. The random
number generation is determined or “seeded” by the seemingly random operations within the computer’s hardware
and operating system. This collection of randomness is known as entropy.

The current methods of generating entropy are not resilient to quantum hacking. Over time, slightly predictable
patterns emerge in the random numbers. The keys can only be demonstrated to be statistically random. The problem is

exacerbated in virtual environments, where the randomness may slow dramatically as the load on the machine varies.

The solution to providing enough entropy, or randomness, is to use a true quantum random number generator. The
Quintessencelabs’ gStream™ quantum random number generator (QRNG) provides encryption keys with full entropy,
i.e., that are truly random.
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Our solution integrates seamlessly with most products found in typical IT environments, such as:

e Storage encryption + Certificate managers

+ Database encryption » Virtual machine encryption
* Key management for cloud services * Secrets management

* Web and application servers * Document security

In addition, we supply a crypto-agile key management platform as an enabler towards managing the NIST-
specified post-quantum algorithms planned for future release.

QuintessencelLabs Solutions

* In-Q-Tel backed True Random Number Generation * Foundational step in Quantum-Safe Resilience

and hardware root of trust ) .
* Manufactured in the United States

*  More than 1 Ghit/sec of the Highest Quality Entropy , , ,
*  Quantum-Algorithm Ready (working with NIST)

* Provides True Random Keys to Any System, Device, .
* FIPS 140-2 Level 3, Level Five Systems, EAL-4

on the HSM

or Cloud

* Included in the CDM Program’'s Approved Products
List (APL)

Quintessencelabs:
A Leader in Quantum Resilient Solutions

Quintessencelabs was founded in 2008 to protect mission-critical data from the then-future quantum
threat posed by malicious actors. Our leadership had the foresight to understand this critical issue
and responded by building a solution to address this threat and developing a range of cybersecurity
products built upon quantum technologies to provide strong protection for devices and software.
These technologies employ advanced cryptographic techniques to secure infrastructure and information.
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